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INPUMEHEHUE MEKCETEBOT'O 9KPAHA
JJISA TOBBIINEHUSA NTHOOPMAIIMOHHOU
BE30OITACHOCTH

BonbIIMHCTBO MpeAnpusTUi CTAJIKMBAIOTCS C MpoOjJeMaMH B KOM-
IBIOTEPHBIX CHCTEMax M YTE€UKU BakHOW nH(popmauuu. He saBnstorcs uc-
KJIFOUEHHUEM U TPEIINPUATHS arpolpOMBIIIIEHHOr0 KoMIuiekca. CyiecTBy-
€T MHOYKECTBO IPOrpaMM WJIM MPOrPaMMHO-aIIapaTHBIX CUCTEM, MO3BO-
JSIOIMX MUHUMHU3UPOBATH JAHHBIE POOJIEMBI.

MexcereBoit 3kpan (firewall, MD) — nporpammHas Ui nporpaMm-
HO-amnmapaTtHas cucreMa, o0Jjafaroniasi ICKyCCTBEHHBIM MHTEIIEKTOM, KO-
TOpasi BBHIMOJIHIAET KOHTPOJIb HHPOPMAILIMOHHBIX TOTOKOB, MOCTYMAIOMINX B
MH()OPMAIIMOHHYIO CHCTEMY W/WJIM BBIXOJSIIMUX U3 Hee, U o0ecreunBaro-
mas 3auTy UHPOPMALMOHHON CHCTEMBI MOCPEICTBOM (PUIIbTpaluu WH-
dbopmarym [1].

M3 BeICTymaeT cerojaHs Kak HauOolsiee JAECHCTBEHHOE CpEACTBO
ynpaBiaeHus: Oe3onmacHocThio. [lpu MHOrokpatHo Bo3pociieM Tpaduke
JAaHHBIX OYEHb BaYKHO, YTOOBI HUKAKON BPEIOHOCHBIN OOBEKT HE MPOHUK B
ceTh opraHu3anuu. [IpoBepkHr HaHHBIX HYKHO MPOBOAUTH PETYJIAPHO IS
NOJICPKAHUSI CUCTEMBI, TAaKKE HEOOXOAWMO MPOBOIUTH PETrYJSIPHO TPO-
BEPKU aHTUBUpPYCaMH JJisi 00ECIEUEHHUs 3alUThl ONEPAMOHHON CHUCTEMBI
Ha BUPTYaJIbHOM CEPBEPE U MOHUTOPHUHT O€3011aCHOCTH CETH.
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Llenpio cucTeMBI 3alUTHl HA OCHOBE MDD SIBISIETCS CBOEBPEMEHHOE
pearupoBaHue Ha MOMBITKUA JOCTYIa K pecypcaM CEeTH, BBISIBICHUU MOIbI-
tok HCJI 1 3anuchk B )kypHaI COOBITUN O MPOU3OIIEANIEM UHIIUICHTE.

[IpuMeHeHre MeKCeTEeBOro 3KpaHa MHOTAA SIBISETCS MPUYMHON ma-
JIEHUsI TTPOU3BOAUTENLHOCTH ceTH. OHM MepexBaThIBAIOT BECh BXOJSAIIUI
TpauK CETH IS IPOBEPKHU U MOTYT paboTaTh MEJJICHHO.

[IpousBeneM CpaBHUTENBHBIA aHAIU3 U BHIOOP CPEACTB MEKCETEBO-
r0 SKPaHUPOBAHMS, C MOAXOISIIMUMH XapaKTEPUCTHUKAMHU, JJI BHEIPEHUS
Ha npegnpusTun AIIK. O6sexrom nccnenoBanus Beidepem OAO «lItune-
dhabpuka «PaccBery.

Cucrema 3alIUTBl IEPUMETPA COCTOUT M3 CIEAYIOIIMX OCHOBOIOJIA-
raromux KOMIIOHEHTOB: NEPCOHAI (COTPYAHUKHU, CTYACHTBI); IPOTPAMMHOE
o0ecrnieuyeHune; anmnapaTHoe 00ecreyeHre; TEXHOJIOTUN B3auMO/IEUCTBHUSI.

B pesynbraTe BbIOOpa Cpey MPOIYKTOB OT KaXI0H (UPMbI MOXKHO
BeiieauTh npoayktel D-link DFL-260, IBM Proventia Network IPS u
Cisco 1801/K9. Ctout oTMETUTH, YTO B BHIOOpE KIFOUEBHIM IMOKA3aTEIEM
BBICTYIIAET II€HA MPOTrPaMMHOTO IMPOAYKTa I pacyeTa 3KOHOMUYECKON
3¢ ¢deKkTUBHOCTH. Pe3ynbTaThl CpaBHUTEIBHOTO aHajIN3a TPEX BAPUAHTOB
CPEIICTB MEXKCETEBOIr0 AKPAaHMPOBAHHUS IO OCHOBHBIM XapaKTEPUCTUKAM
NPUBEACHBI B TAOIHIIE.

Tabauna — Pe3yibTaThl CPABHUTEIBHOI0 AHAN3A

CPEACTB MEKCETEBOr0 IKPAHMPOBAHUSA
XapaxteprcTika D-link DFL- IBM Cisco
260 Proventia IPS 1801/K9
1 2 3 4
Kiace oTkazoycroitunBoctu 1 knacc HET 1 knacc
KoHTposs Ha npuKIaAHOM YPOBHE € Her Jla Jla
Y4ETOM COCTOSIHUS
KOHTpOIb NpUKIaZHOrO IPOTOKOJIA Ha Ha Ha
[Tpo3paunas ayTeHTU(pUKaIUA
Wﬁndrt))ws v ¥ Ha Ha fla
ITpomnyckHast ClToCOOHOCTH 80Mbps 10Mbps 100Mbps
Wi-Fi Her Her Jla
[IpoTokonupoBaHre BCEX  HMMEH
noJib30Baresiel u npuioxxkeHnit Web Ha Ha Her
u Winsock
ITognepxka Exchange Ja Ja Ha
Jlemuinrapu3zoBanHas 30Ha Ha Ha Her
KonTposip 1u1H030BOr0 M KIIMEHT-
ckoro Tpapuka VPN Ha npuknana- Her Ha Ha
HOM yYpOBHE
OOHapyxeHne ¥ TpeAOTBpaIlICHUE Jla Jla Jla
HECAHKIIMOHUPOBAHHOTO JTIOCTYTIA
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[Tponomkenue TabauIbI

1 2 3 4
Cepsep yaanennoro aocryna VPN u
o3 VPN fla fla fla
VPN-kimeHT Ja Ja Ja
100-Mo6wut/c noptsl JIBC 4 8 8
:{III;II;JIO OJIHOBPEMEHHBIX TOAKIIIOYe- 12000 10000 18000
[Mepenaya ¢yHKIUT OTKA3aBLLETO Her Her Jla
MD ucnpaBHOMY YCTPOHUCTBY
[Iepexmouenne HNurepHer-
npoBaiiziepa 1 00beTUHEHNE TTOJI0CHI Her Ja Her
MPOMYCKaHUs
Kongurypupoanue Web-
uHTepdeiic Ha Ha Hla
Web-kammpoBanue u proxy Ja Her Ha
Ilena 750 pyO. 5110 py®6. 1230 py0.

Kak BUIHO M3 TaOiMIbl, BBICOKas IleHAa NpoAyKTa komnanuu [IBM
000CHOBaHa BBICOKMM Kade€CTBOM, MPOITYCKHOW CIIOCOOHOCThIO. B ganHOM
cllydae paccMaTpuBaeTcs Majo IpoIlyckaemas, T.e. camas JeléBas —
10 Mbps 1 QpyHKIIMOHANBHOW MOJHOTOM UX MPOAYKTOB. OgHAKO HaWITyy-
MM TPOJYKTOM B COOTHOIIEHMM II€HA M KayeCTBO SIBJIAETCA TMPOAYKT
koMrianuu D-link, KOTOpbI#i onmTUMHU3UPOBaH JIJIst pabOTHI B CETAX pas3iiny-
HOM apXUTEKTYpHI [2].

B kauectBe mpumepa Bo3bMeM cpeactBo 3armutel MD D-link DFL-
260. JlanHO€ YCTPOWCTBO SABJISETCSA Jy4YIIMM B COOTHOIICHUHU II€-
Ha/KayecTBO, MPOAYKT ONTHUMHU3UPOBAH sl pabOThl B CETAX PA3NUYHOU
APXUTEKTYPhl, YTO SBJSETCS IMOJOXKHUTEILHOM (AKTOPOM B ILIUPOTE HC-
MOJIB30BAHUS JAHHOTO NMpoAykTa st XC ¢ KIaCCUYECKON apXUTEKTYpPOH.

Opnako, ecnyd opraHu3aiusi ACHCTBUTENBHO Ooublliag U WUHPOpMA-
1MsA, KOTOpas B HEM LUPKYJIUPYET B 3AIUIIAEMON CETH SIBISETCS >KU3HEH-
HO B)KHOM JIJI1 CaMOM OpraHu3aliiy U €€ 1IeHa JOCTATOYHO BBICOKA, MOXK-
HO oOpatuThes kK npoaykry IBM Proventia Network IPS, ocHoBbIBasich Ha
€ro KayecTBE M 3aIMIIAEMBIX CHOCOOHOCTSIX, HO €ro BBICOKAasl ILI€HAa He
MO3BOJISIET PEKOMEHI0BATh €r0 IMPOKOMY KPYTy KOMITaHUH.

3aTpaThl HA OPraHU3ALUIO0 CUCTEMBI 3aLIUThI CKJIAIbIBAIOTCS U3:

— CTOMMOCTH MPOTPaMMHO-aNNapaTHbIX YaCTEW CUCTEMBI;

— 3arpar Ha o0yuYeHHue U BBIILIATY 3apIUIaT COTPYAHUKAM;

— 3aTpar Ha NOJJIEp>KaHUE CUCTEMBI.

JIns pacuera 3aTpaT Ha OPraHU3aLMI0 CHUCTEMBI 3AIIUTHI HA OCHOBE
UCIOJIb30BaHUsI MDD HE00XOAMMO BOCITOJIB30BATHCS METOAMKON pacyeTa
COBOKYIHOW CTOMMOCTH BJaJCHUS, T.€. CYMMBbI IPSIMBIX U KOCBEHHBIX 3a-
TpaT, KOTOPbIE HECET BJIAJAEIIEL] CUCTEMBI 33 IEPUO/ €€ )KM3HEHHOTO LIUKJIA.
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CoBoOKyIHas CTOMMOCTb BJaJ€HUS B 00IIEM BUJIEC MPEJCTABISETCS B
BUJIE cienyromen (GopMyIbl:

— COBOKYITHasi CTOMMOCTb BJIaJICHUS CUCTEMOM 3aIlUTHI;

— CTOMMOCTb POrPaMMHO-AIIAPATHBIX CPEJICTB;

— KaJpoBbIE U3JEPXKKMU (Omiara TpyJa, Ijara 3a oO0ydeHue, mpe-
MUH, ITpadbl);

— 3aTpaThl HA TEXHUYECKYIO MOAIEPKKY.

CoBoKyIHas CTOMMOCTH BliafieHuss MO B 00111eM Buje MpeICcTaBs-
€TCsl B CIIEYIOIIEM BHUJE: COBOKYITHAsE CTOMMOCTh BJIaJICHUSI CUCTEMOM 3a-
IIUTHI; CTOUMOCTh IPOrPAMMHO-AINIAPATHBIX CPEACTB; KaJPOBBIE U3IAEPK-
ki (oruiata Tpyjaa, Ijata 3a oOydeHue, nmpemuu, mrpadbl); 3aTpaThl Ha
TEXHUYECKYIO OJJIEPKKY.

[locne mpoBeAEHHOrO0 pacdyeTa SKOHOMUYECKON 3(PPEeKTUBHOCTH Ha
npumepe OAO «IItunedadbpuka «PaccBeT», pocT NpOU3BOIAUTEIBLHOCTH
Tpyla Ha pabodyeM MecTe paOOTHUKOB 3a CUeT BHeApeHuss MD cocTaBUT
39,58%. Cpox OKyIaeMOoCTH KalmuTalIbHBIX 3aTpaT Ha OPraHU3aIUI0 CUCTe-
MbI HH(GOpMAIIMOHHOM 6e30macHocTU cocTaBuT 0,76 rona (9 mecsies).

[TockonbKy mpeanonaraeMplii CpOK OKYIa€MOCTH COCTaBJISIET HE 00-
jee 5 neT (MaKCUMAaJIbHBIA CPOK OKYMaeMOCTH KalUTaJIbHBIX BIOKECHHUU B
PBIHOYHBIX YCIIOBUSIX), BHEIPEHHE CHCTEMbI MEXKCETEBOT0 SKPAaHUPOBAHHUS
OyJeT SKOHOMHYECKH BBITOAHBIM [3].

Takum 00pa3oM, BHEAPEHUE CUCTEMbI MEKCETEBOIO IKPAHUPOBAHUS
B 3aIJIAHUPOBAHHBIE CPOKU MO3BOJUT MPEANPUSITHIO BBIIOJHUTH MOCTaB-
JICHHBIE 33/1a4U, CHU3UTh UH(POPMALIMOHHBIE PUCKH, MOBBICUTH 3P (HEKTUB-
HocTh gaestenbHocTH OAQO «IItunedadbpruka PaccBer». Ho mexcereBbie
HKpaHbl HE PEIal0T BCEX BOMPOCOB MH(POPMALIMOHHON O€30MaCHOCTH KOp-
nopaTtuBHBIX ceTeil. OTcroaa cienyeT, 4To TexHoiaoruu MO cnenyer npu-
MEHATh KOMIUIEKCHO C APYTMMU TEXHOJOTHUSIMU U CPEICTBAMH 3AIUTHI.
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